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ALGEBRAIC STRUCTURES

Cryptography requires sets of
Integers and specific operations that are
defined for those sets. The combination

of the set and the operations that are

applied to the elements of the set is

called an algebraic structure.




In this chapter, we will define three

common algebraic structures: groups, rings,
and fields.

GROUPS:

A group (G) Is a set of elements
with a binary operation (¢) that satisties four

properties (or axioms).



A commutative group satisfies an extra
property, commutativity:
1 Closure:

1 Associativity:

d Commutativity:

1 Existence of identity:

[ Existence of inverse:




CYCLIC SUBGROUP:

If a subgroup of a group can be
generated using the power of an element,
the subgroup is called the cyclic subgroup.
LAGRANGE’S THEOREM:

Assume that G is a group, and H is a

subgroup of G. If the order of G and H are |G|

and |H|, respectively,




then, based on this theorem, |[H| divides |G].
ORDER OF AN ELEMENT:
The order of an element is the

order of the cyclic group It generates.
EXAMPLES:

a. In the group G = < z4,+> the

orders of the elements are:

ord(0) =1, ord(1) =6, ord(2) = 3,




ord(3) =2, ord(4) = 3, ord(b) = 6.

* b. In the group G =<zy- X> ,the

orders of the elements are:
ord(1) =1, ord(3) =4, ord(7) =4, ord(9) = 2.
RING :

A ring, R = <{...},-,> Is an algebraic

structure with two operations.




satisfies all five properties defined for the first

operation except that the identity of the first.

operation has no inverse.
PERMUTATION GROUPS:

A permutation of aset Alis a
function from A to A that is both one to one

and onto.
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